MEI Technical Tools 


GEEK SQUAD 
APPROVED TOOLS LIST 


Updated: August 11, 2009 


e Geek Squad Agents performing services in a client's home or business, Geek Squad Precinct 
and/or Geek Squad Repair Center 
e Geek Squad Agents performing remote services on a computer that is located inside 
of a Geek Squad Precinct (Agent Jonny Utah) 


€ 


ad Agents or authorized third party pr 


h 


e Geek Sq viders 


performing remote (phone or internet) services (Covert Ops) 
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Technical Tools 


All agents must use only the Geek Squad-authorized tools. The use of unapproved tools or distributing the MRI toolset outside of Best 
Buy is not only in violation of Company policy, but could result in legal risk to employees and the Company 


Violations of this policy will be treated very seriously and will lead to disciplinary action up to and including termination. 


What does “Geek Squad Approved” mean? 
e Business 
o Utility meets a specific measurable business need 
e Legal 
o Best Buy Legal Department has signed off 
= EVERY licensing agreement will be reviewed 
e This includes, but is not limited to GNU General Public License, freeware, shareware, 
trial, etc 
= A “free” utility does not automatically grant Geek Squad authorization 
= Sign off can occur based on licensing, contractual agreements, etc 
e Technical 
o MRI Dev team has signed off 
= MRI Dev team constantly reviews requests from agents/companies 
= Utility passes Geek Squad standards 
e Effectiveness, stability, agent approved, etc 


How do | request a utility? 
e Please submit your request to mri 


APPROVED - MRI Customizer v3.7.0 
e MRI Customizer application (Customizer.exe) 
e On Duty 24-7 application (aka myAgent or Geek Squad 24 Hour Computer Support) 
e Geek Squad Online Backup application 
e Windows Updates 
e Kaspersky AV and IS applications and definitions 
e Spy Sweeper AS/AV and WISE applications, masters and definitions 
e Trend Micro AV and IS applications and definitions 


APPROVED - MRI BDE v5.0.4 
Compression Utilities 
e 7-zip 


Diagnostic 

e Eurosoft 

Pc-Check v6.21 (DOS version) 

QA+Win32 v9.1 (Windows version) 

=» QA+Win32.bat 

e UnknownDevices (not Unknown Device Identifier) 
e Western Digital Data LifeGuard Diagnostics - DLGDIAG for Windows 
e Webroot System Analyzer 
e Prime95 (x86 and x64 versions) 


Ezboot 
It is a known issue that some of these utilities will not run on all systems. 


If you encounter this, please download the utility from the manufacturer’s site and try the standalone version instead. 
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Technical Tools 


System Diagnostics 
e Pc-Check 


Memory Diagnostics 
e Memtest86 
e Memtest86+ 
e Windows Memory Diagnostics 
e  Pc-Check 


Hard Drive Utilities 
e DFT 
e Pc-Check 
e Seagate SeaTools 
e Seagate SeaTools for DOS 
e Seagate DiscWizard 
e Western Digital Data LifeGuard Diagnostics 
e Western Digital Data LifeGuard Tools 
e Maxtor PowerMax 
e Maxtor MaxBlast 


Hard Drive Management 

e Acronis True Image 2009 
Acronis Disk Director v10.0 
PartitionMagic v8.05 
Darik's Boot and Nuke (DBAN) 
Acronis DriveCleanser 


Password Reset Utilities 
e Offline NT Password & Registry Editor 


e Data (contains various links) 

e Licenses (contains various GPL and licensing information) 
e MRI BDE online help 

e UltralSO Media Edition v7.6.5.1269 

e Vendor Links 


Spyware 

e Core Scanners 
o A-Squared (CLS) 
o Kaspersky (AVP) 
o Mcafee (CLS) 
o Panda (PAVCL) 
o Spyware Doctor (CLI) 
o Trend Micro (VSCANTM) 
o EmergencyCoreScanners.bat 

e Individual Removal Tools 
o Individual Removal Tools.html 
* The individual removal tools are not located on the MRI BDE. There are links and instructions on how to 
obtain them within this link that you must adhere to. 
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Wii Technical Tools 


e Installable Scanners 

AdAware 
* The AdAware installer is not located on the MRI BDE. There is a link and instructions on how to obtain it 
within this directory that you must adhere to 
o CounterSpy 
* The CounterSpy installer is not located on the MRI BDE. There is a link and instructions on how to obtain it 
within this directory that you must adhere to. 

F-Prot Antivirus 
* The F-Prot Antivirus installer is not located on the MRI BDE. There is a link and instructions on how to 
obtain it within this directory that you must adhere to. 

TrojanHunter 
* The TrojanHunter installer is not located on the MRI BDE. There is a link and instructions on how to obtain it 
within this directory that you must adhere to 


e Online Scanners 
Online Scanners.htm! 
* This link contains the authorized online scanners. 


e Product Fixes 
Kaspersky 
= KAVCleaner 
McAfee 
= MCPR 
= MPFCleanupTool 
= MPSCleanupTool 
Microsoft 
= OneCareCleanup 
Panda Software 
a Panda Software uninstaller 
PC Tools 
= PCT Uninstaller 
Spy Sweeper 
= SSCCleanup 
a SSECleanup 
Symantec (all Symantec product fixes (e.g. Norton_Removal_Tool, CleanDownload, RNAV, etc)) 


e = Utilities 
Atribune 
= ATF-Cleaner 
a Look2ME-Destroyer 


a rdriverm 
s VundoFix 
CWShredder 


Malwarebytes 
= AboutBuster 
= E2TakeOut 


= Qoofix 
Merijn Tools 

= ADS Spy 

=  BugOff 


= Itty Bitty Process Manager 
= KaZaABegone 


= Kill2Me 
= StartupList 
Other Tools 


© 2009 Geek Squad Go ahead. Use us. GEEKsQuap.com =} 1-800-GEEESQUAD 


Last Modified: August 11, 2009 Page 4 of 7 


Lita Technical Tools 


= Deskbands 

=  smitRem 
Trend Micro 

a HijackThis 


e Web Browsers 
o Opera 
Web Browsers.htm| 
* Not all of the web browser's installers/files are located on the MRI BDE. There are links and instructions on 
how to obtain them within this link that you must adhere to. 


e Windows Tools 
Debugging Tools for Windows 
= Debugging Tools for Windows (v6.8.4.0) 
= DebuggingToolsforWindows.bat 
Misc 
CmosPwd 
AOLCleaner 
CCleaner 
Jv16PowerTools 
Registry Mechanic v7.0.0.1010 
. Smartdrv 
SubInACL 
Windows Apps and Files 
= System Configuration Utility (MSCONFIG) 
a Visual Basic 6.0 SP5 Run Time Files and Visual Basic 6.0 SP6 Run Time Files 
a Windows Script 5.6 
Windows Fixes 
=  Dial-a-fix (DAF) 
e secedit 
= MS Auto Play Fix 
Windows Installer CleanUp Utility 


e MRI core application (MRI.exe) 

e Windows PE 2.1 (for use only with MRI PE and modifications are not authorized) 

e Windows XP Recovery Console (XPRC) 

e ISOLINUX (for use only with the Offline NT Password & Registry Editor and modifications are not authorized) 

e Geek Squad approved scripts, batch/command files, registry entries, etc 

e AVG Technologies — All generally available utilities and tools accessible from AVG Technologies’ website 

e Kaspersky — All generally available utilities and tools accessible from Kaspersky’s website 

e McAfee — All generally available utilities and tools that are provided free to consumer users and are accessible 
from McAfee's website 

e Panda Software — All generally available utilities and tools accessible from Panda Software's website 

e PC Tools — All generally available utilities and tools accessible which are offered for free on Pctools.com and 
Threatfire.com, as well as services available at ThreatExpert.com 

e Symantec — All generally available utilities from Symantec.com which may include individual removal tools, 
patches, updates and Symantec product removal tools 

e Trend Micro — All generally available utilities and tools accessible from Trend Micro's website 

e Webroot — All generally available utilities and tools that are provided free to consumer users and are accessible 
from Webroot's website 


Other (not on the MRI BDE, but approved) 
e Roxio Easy Media Creator Platinum v10 (this is available on MARs) 
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o If your location does not have MARs contact the Help Desk for burning application support 
e Windows Vista Upgrade Advisor 
e = Mozilla Thunderbird 


e Xbox 360 Hard Drive Transfer Disc 

e If you are in need of a piece of software/driver/patch for x-piece of hardware/software that you're installing or 
working on for a customer you can use the software/driver/patch that came with the software/hardware or you can 
obtain this or the latest version from the manufacture’s site that the customer is entitled to download and install 
themselves. You are NOT authorized to locally store the software/driver/patch. 


Definitions and drivers for the above listed companies/applications are approved. 


APPROVED - MRI Customizer Mac Edition v1.5.0 
e Customizer Mac Edition application (Customizer — Mac Edition.app) 
e Apple Software Updates (OS X Tiger (10.4 Intel) and OS X Leopard (10.5 Intel)) 


APPROVED - MRI BDE Mac Edition v1.0.4 
e AgentTweaks Mac Edition application (AgentTweaks_ME_v1.0.0.app) 
e Gutenprint v5.1.3.U 
e OnyX (v1.8.4 (Tiger) and v1.9.0 (Leopard)) 
e  TechTool Pro v4.6.1 (for use only with MRI BDE Mac Edition and modifications are not authorized) 
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NOT AUTHORIZED — includes but is not limited to: 

e Malwarebytes’ Anti-Malware (MBAM) 
VistaBootPro 

e SmitFraudFix 

e ComboFix 

e SpyBot S&D 

e X-Cleaner 

e Javacool Software — any and all of their utilities 

e Winternals and Sysinternals — any and all of their utilities 
*Although we’ve reached a business agreement with Winternals, they have not been incorporated into the 
MRI toolset yet. 


Agents must wait for the updates to be available in the official MRI toolset. Don’t obtain or use any other 
versions of the authorized components. 


e BartPE 
e KNOPPIX 
e Ubuntu 


e Ultimate Boot CD 
e Any x-in-1 Windows CD/DVD 


e BA.R.D.S. 
e Any and all data recovery software 
o Does not apply to Geek Squad authorized data recovery locations 
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